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Human Subjects Research and the Internet:

Ethical Dilemmas

by Rebecca Armstrong

Thelnternet — or the use of the Inter net — is seen by many asthenew
frontier in gathering data from and about people (i.e., “human sub-
jects’). This cyberspace medium can facilitate research ranging from
surveysto naturaistic observations. For example, the Internet provides
apotentialy unlimited subject pool for surveys, it may facilitatethe pre-
screening of study participants; investigators can observe behavior
and collect data; and research conducted over the Internet can reduce
the need for laboratory space and staff. However, the vast potential of
the Internet toimprove scholarshipin awide variety of fieldsisdamp-
ened by concerns about the quality of the data, participant privacy and
confidentiality, legal ramificationsand socia norms.

As more investigators use the Internet for the recruitment of re-
search participants, aswell asdatacollection, itisworthwhiletorevisit
thebasic ethical principlesof autonomy, beneficence, and justice that
are the underpinnings of al human subject research. The federaly
mandated | ngtitutional Review Boards (IRBs) serve astheinstitutiona
mechanism by which these principles are upheld. This article is not
intended to provide answers but rather to raise questions and issues
that should be considered when engaging in Internet research.

Autonomy — is manifested as voluntary participation
and informed consent (as a process and
documentation)

e Thefederal regulationsrequire signed informed consent from
every research participant unless awaiver of signatureis
granted by the IRB, or the research isexempt from federal
oversight. The Office of Human Research Protection (OHRP),
the governmental oversight agency for human subject
protection, has deemed el ectronic signatures obtained over the
Internet to be invalid even though electronic signatures are
accepted for interstate commerce. Researchers currently
getting electronic signatures do not meet the federal regulatory
requirement. Thus, the investigator must, in most cases,
receive an original or faxed signature from the research
participant.

* Participants must be able to legally consent to participatein
research, thus the research participant must qualify as an
“adult” under statelaw. Itisdifficult to screen out minorsfrom
Internet research as the age of majority varies with each state.
Although some investigators use Internet monitoring software
(SafeSurf or RSACi ratings) to screen out minors, or use adult
check systems, however, such products are not fool proof.

»  Where participant consent is required, the investigator has the
duty to ensure that the participants understand what they are
consenting to participatein. Isa“click” of your mouse
equivalent to having a survey returned by mail or someone

staying on atelephone line for an interview? How can you
determine the understanding of your participants? Some
investigators incorporate “quiz”’ type questions to determine a
participant’s understanding of the situation.

» When participants encounter a paper survey, they can skip a
question, yet complete and return the survey to the investiga-
tor. This servesto ensure that with each question the partici-
pant is responding voluntarily. Isthis same opportunity
available to the participant in an on-line survey, or must the
participant answer every question?

*  When does a participant in a chat group or chat room have a
reasonabl e expectation of privacy? Some argue that the Internet
operates as a public space, and liken observing conduct on the
Internet to observing adultsin amall or public park, thus alleviat-
ing the need for informed consent &t all. However, do social norms
of Internet use provide the expectation of privecy?Istherea
difference when an investigator isamember of achat group as
opposed to being in a chat room available to everyone?

» If aninvestigator is participating in achat room as a participant-
observer, isthisany more or less acceptable than “just lurking” ?

» What are the investigator’s obligations, if any, to protect the
privacy of participantsin chat rooms or chat groups?

e What if aninvestigator wantsto monitor wireless communica
tion—say in a classroom as educational research? Have the IP
addresses of the laptops been registered? Are individual
student responses identifiable? What can aPl do to facilitate
anonymity?If aPl “locks’ the consent formin their computer,
what should they be required to do to ensure the confidentiality
of those soft copies?

» Confidentidity in cyberspace means something different than
locking consent formsin a cabinet. How does an investigator
protect the privacy of study participants who respond using the
Internet? Can the participant’s | P address enable him or her to
be associated with a study?

Beneficence —asa principle is manifested in the

complementary statements of a) do no harm; and 2)

maximize the possible benefits and minimize the

potential harms. Internet research posesits own risks,
such as:

» Therearenew waysin which confidentiality may be breached.

» Reduced opportunities (as compared to face-to-face data
collection) for risk management by the investigator when the
guestion being asked triggers an adverse reaction in the
participant.
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 Intrusion (deliberate or otherwise) into the investigator’s data.

Suggestionsfor protecting participant privacy and confidentiality,
and the investigator’s data are identified bel ow.

Some protection:

e UseSSL encryption.

» Trytoavoid personalized (identifiable) surveys.

e Ensure ownership of data: @) contractual destruction;
b) minimal server backups.

»  Web servers should use security best practices: a) firewall;
b) security patches; c) strong passwords; and, d) minimal
access.

More protection:

» Web server encrypts dataasit is collected (only researcher
can decrypt).

» Web logs destroyed regularly.
These measures are not guarantees of privacy or untainted data.

Justice—as a principle is manifested by having as
research participants those who will benefit from the
research. How can investigators provide equitable
accessin Internet research?

* Investigators—through research protocol design—should be
diligent in soliciting representative populationsfor participa
tion in Internet research or in using the Internet to identify
potential subjects.

 Internet access, while it may appear to be ubiquitous and
therefore bias-free, in reality is subject to a phenomenon
commonly referredto asthe“ Digital Divide’. TheDigital
Divideis where certain groups of people continue to have
low rates of usage and access to computers, and the Internet.
Such limitationsin some studies may impair the validity and
reliability of the data and the conclusions drawn.

A variety of professional organizations and federal agencies are
addressing the questions and dilemmasraised by I nternet research.
This article identifies a few topics with the intent of stimulating
thoughtful discussions. Included below are additional resources
on thisimportant new frontier in human subject research.

1 Ethical and Legal Aspects of Human Subjects Protection in
Cyberspace (1999), http://www.aaas.or g/spp/dspp/srl/
proj ectsintresymain.htm

2 Internet Based Research Interventions: Risk Minimization
Srategies(2001), http://mwww.nimh.nih.gov/r esear ch/
cyber chart.pdf

3. World-Wide Web Survey Research: Benefits, Potential Prob-
lems, and Solutions, Schmidt, W. C. (1997). “Behavior Re-
search Methods, Instruments & Computers,” 29(2), 274-279.

4. Association of Internet Researchers Ethics Working Group
- 2001 Preliminary Report, http://acir.or g/reports/ethics
(author’s note — very good document)

5. American Psychological Association, http://www.apa.or g/
monitor/apr 00/ (author’s note —entire April 2000 journal
devoted to the Internet). o
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True Sound EthicsDoes
ProduceGood Science

by Pamela Burroff-Murr

While regulations and codes may seem onerous, they actually
lead to better scientific results, said Charles M cCarthy, aninterna-
tionally known ethicist, in a February 7 talk on campus.

“Good science is sensitive to the rights and well-being of the
subjects involved in a research study,” McCarthy told an audi-
ence of researchers, students and staff about the relationship be-
tween sound ethics and good science. “If we were to back off
ethical standardsin science, public support for funding would dry
up. And that concerns al investigators.”

McCarthy isco-director of regulatory compliance oversight and
education at Virginia Commonwealth University. He has held nu-
merous ethics-rel ated positions with the Department of Health and
Human Services and the National | nstitutes of Health. Asdirector
of the Officefor Protection from Research Risks, hewasresponsible
for implementing policiesfor the protection of human research sub-
jectsin the United States and 80 other nations.

“Today, there may be up to 10 million human research partici-
pants,” McCarthy said. He related the history of Institutional Re-
view Boards (IRB) being created to review research protocols. To
McCarthy, IRB members are the heroes of modern science and
deserve recognition for their commitment to protect the rights and
well being of fellow citizens.

McCarthy referred his listeners to the Belmont Report — a
must-read for any investigator — written by the National Commis-
sion for the Protection of Human Subjects of Biomedical and Be-
havioral Studies. The Belmont Report set guidelines that assist
investigators as they design research protocols that protect hu-
man research subjects.

McCarthy credited public scrutiny and Congressional pres-
sure for the evolution of many of the current policies protecting
human and animal research subjects. He suggested that this height-
ened public awareness grew out of the outrage over experiments
conducted on concentration camp prisoners during World War 1.

“ An examination of the experiments conducted in the Nazi con-
centration camps found the data so flawed that the studies offered
little or no value to science,” McCarthy said. After the war, the
Nuremberg Code became the foundation for future policieson the
ethical treatment of human research subjects. McCarthy added,
“Using sound ethical protocolsin research actually assistsinves-
tigators with their data collection adding greater value to their
contributions to science.”

M cCarthy discussed the unique contribution that United States
research institutions make to society, suggesting that these re-
search institutions also serve as models to the world for their
adherence to the sound ethics that produce good science.

For moreinformation on The Nuremberg Code and the Belmont
report, vist: http:/Aww.ir b.pur due.edu/regfound.shtml. o
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